
[Cyntec Official Website]  

Personal Data Collection Notice for Login Services 

To protect your privacy rights and ensure system login security, [Cyntec Official 

Website] (hereinafter referred to as "the Platform") provides you with the 

following notice in accordance with the Personal Data Protection Act when 

offering Email One-Time Password (OTP) login services. Please read the following 

carefully before using the services: 

1. Purpose of Collection 

The specific purposes for which the Platform collects personal data mainly 

include: 

• Identity Verification: Verifying user identity and providing login 

authentication services. 

• Account and System Security: Managing account security, preventing 

unauthorized access, and defending against cyberattacks. 

• Customer Service and Operational Management: Providing relevant 

customer services, system maintenance, and statistical analysis required 

for operations. 

2. Categories of Personal Data Collected 

During the login process, the Platform will collect the following categories of 

personal data: 

• Identifiers: Email address (E-mail). 

• Network Connection and Device Information: Connecting device IP 

address, connection time, browser type, and device information. 

• Verification and Log Data: One-Time Password (OTP), as well as 

successful and failed login usage records. 

3. Period, Region, Recipients, and Methods of Personal Data Use 



• Period of Use: From the date of collection until the expiration of the 

specific purpose (i.e., during the operational period of the Platform), or 

the retention period required by relevant laws and regulations. Upon the 

fulfillment of the specific purpose or the expiration of the retention 

period, the Platform will delete or destroy the relevant personal data in 

accordance with the law. (Note: The description highlighted in yellow 

accurately reflects standard legal compliance for data retention under 

Taiwan's Personal Data Protection Act.) 

• Region of Use: The operating location of the Platform, the location of host 

servers, and cross-border transfer regions as required by laws and 

regulations or with your consent. 

• Recipients of Use: 

o The Platform (Cyntec Co., Ltd.). 

o Entrusted vendors assisting the Platform in executing business 

operations (e.g., email delivery service providers, cloud service 

providers, and IT security maintenance vendors). Such vendors 

may only process data in accordance with the Platform's 

instructions and are bound by confidentiality obligations. 

• Methods of Use: Automated or electronic methods for processing and 

using data (including recording, storing, retrieving, transmitting, and 

deleting data). 

4. Data Subject Rights and Exercise Methods 

Pursuant to Article 3 of the Personal Data Protection Act, you may exercise the 

following rights regarding the personal data held by the Platform: 

• Right to inquire or request review. 

• Right to request a copy. 

• Right to request supplementation or correction. 

• Right to request the cessation of collection, processing, or use. 

• Right to request deletion. 



Contact Channels: If you wish to exercise any of the above rights, please 

contact us through the following channels, and we will handle your request in 

accordance with statutory procedures: 

• Customer Service Email: info.service@cyntec.com 

(Note: To verify your identity, relevant supporting documents may be required 

when exercising these rights.) 

5. Impact of Refusal to Provide Personal Data 

You are free to choose whether to provide the aforementioned personal data. 

However, if you refuse to provide a correct email address, the Platform will be 

unable to send the login verification code, which will prevent you from 

completing the login process and accessing the Platform's exclusive services 

and features. 

 


